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UCBM 
Università CAMPUS BioMedico di Roma 

(1991) 
Located in the South of Rome 

(just outside the GRA) 

Hospital 
CIR Integrated 
Research Center 

Center for Elderly 

New building – 
University Center 
(opening on Nov 2013) 

It includes two faculties: 

  Medicine 

  Engineering 

 Industrial 

 Biomedical 

 Chemical  
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UCBM (2) 
It is the first thematic Italian University centered on 
the Person 

Private University, ranked in the firsts position 
among universities in Italy. 

Recognized healthcare and education excellence 
center in Italy. 

Master Degree in 
 

HOMELAND SECURITY – Systems, 
Methods and Tools for  Security 
and Crisis Management 
 

www.MasterHomelandSecurity.eu  

From 2008  
 VI editions 
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Coserity Lab 

 Roberto Setola (Associated Professor) 

 Gabriele Oliva (Post Doc) 

 Mariacarla De Maggio (Project 
Manager) 

 Francesca De Cillis, Estefania Etcheves 
Miciolino, Claudio Romani (PhD Students) 
 Greg Fink (Staff Member)  

 Marco Tesei (Junior Researcher) 

www.coseritylab.it 

Bucuresti 10 Octombrie 2013 - Protecţia 
infrastructurilor critice din sectorul energetic. 

Dependenţe intersectoriale energie-comunicaţii. 

mailto:r.setola@unicampus.it
http://www.coseritylab.it/


16/10/2013 5 Roberto Setola – r.setola@unicampus.it  5 

Coserity Lab 

On Going EU Projects 

Past EU Project 

Cooperation 

(excluded partners of EU 
projects, not exhaustive) 
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Dependency vs interdependency 

• Dependency: is the capability of an 
infrastructure to influence the state of 
an other infrastructure. It is a 
unidirectional relationship.  

• Interdependency: is a bidirectional 
relationship between two infrastructures 
through which the state of each 
infrastructure is influenced or is 
correlated to the state of the other. 
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Integration vs Dependability 

…. for a lot of GOOD reasons 

Social Economical Technological Political 

Integration 

Interdependencies Domino effect Global threats 

divide et impera 

Many actors with 
clashing interests  

No geographical 
contiguity 
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A depend on B when an event able to reduce 
the operational capability of B is able to 
reduce the operational capability of A 

In other terms dependency is a differential (or 
better detrimental) property.  

The degree of dependency is related to the 
detrimental variation induced in the 
dependent element 

Dependency definiton (2) 

R. Setola, “How to Measure the Degree of Interdependencies among Critical 
Infrastructures”, Int. J. of System of Systems Engineering, (IJSSE), vol. 2,pp. 38 -59, 2010 
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Dimensions for describing infrastructure interdependencies. 

S. Rinaldi, J. Peerenboom, and T. Kelly, “Identifying Understanding and Analyzing 
Critical Infrastructure Interdependencies,” IEEE Control System Magazine, pp. 11–25, 
2001. 

September 2011 January 2012 
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Dimensions for describing infrastructure interdependencies. 

Physical Interd.:  if the 

operations of one 
infrastructure depends on 
the physical output(s) of 
the other. 

Cyber Interd.: if its state 

depends on information 
transmitted via cyberspace. 

Geographical Interd.:  
when elements are in close 
spatial proximity. 

Logical Interd.: any other 
causes (e.g. 
regulamentatory) 

Sociologic Interd.: when coupling 
effects are mediated by 
(irrational) human behaviors 
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Type of failure. 
Common cause:  the 

same event produce 
failure in two or more 
infrastructures. 

Cascading: the failure into 
one infrastructure induce 
a domino effect on other 
infrastructures. 

Escalating:  the failure of 
one infrastructure 
exacerbate the 
consequences of failure 
induced by some other 
causes.  
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Infrastructure Characteristics 

Spatial Temporal Operational Organizational 

Part 

Unit 

Subsystem 

System 

Infrastructure 

Interd. 
Infrastr. 

Relevant time 
scales vary from 
milliseconds to 
hours to years Interdependency 

are more relevant 
as scope increase 

The importance 
of each type of 
interdependency 
change w.r.t. 
time horizon 
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Repair Crews 

Private 
Microwave 

Network 

Generating 
Plant 

Transmission 
Substation 

Distribution 
Substation 

Commercial Loads Industrial Loads 

Control  
Center 

Public Networks 

DELAY 

Compressor 
Station 

City 
Gate 

Natural Gas  
Storage Facilities 

Gas Pipeline 

Types of failures: 

• Cascading 

• Escalating 

• Feedback 

Example of Interdependencies in the Energy Industry 

Office of Critical 

Infrastructure Protection Source 
1998 
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MHR3 

Cyber

Layer

Organisational 

Layer

Intra-

dependency

Inter-

dependencyPhysical 

Layer

To correctly capture the 
complexity of the 
phenomena, it is mandatory 
to have an holistic vision 
able to agregate the 
different vision. 

• Physical 
• Logic 
• Organization 

Each layer is characterized  by 
its own component, resource, 
fault and link 
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Same episodes 

2006 - Europe 
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EU Directive 2008/114EC 

•Experts identify the worst 
possible realistic scenarios of 
disruption or destruction of 
that infrastructure (all hazards, 
ex-ante exercise) 
•Each scenario is developed 
(including cascading effects 
where possible) and its impact 
assessed in terms of the 3 
dimensions (casualties, 
economic and public effects) 
•The effect are compared with  
thresholds  
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Input-Output Inoperability Model 

A 

B 

C 0,3 

0,2 

0,4 0,6 

Leontief coefficient 

Leontief Matrix.  

Coefficients are the 

fraction of transmitted 

inoperability 

0,12 

External perturbation 

q(k+1) =A*q(k)+c*

Analyse how inoperability 
spread among 
infrastructures 
 
Inoperability = 
percentage of incapability 
to perform intend task 
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Evolution of Italian Scenario 

The amount of inter-sectors economic exchanged grow largely 
than those of intra sector (main diagonal) 

Source ISTAT data 
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Dependency index & Influnce gain 

i ij

j

a 

Is  a measurement of 
the robustness with 
respect to the 
transmitted  
inoperability 

j ij

i

a 

dependency index  

influence gain 

Is a measurement of 
the influence that a 
specific infrastructure 
has on the global 
system 

0 * * *

* 0 * *

* * 0 *

* * * 0

 
 
 
 
  
 

A

R. Setola and S. De Porcellinis, “A Methodology to Estimate Input-output Inoperability Model Parameters”, 
Critical Information Infrastructures Security 2007, Lecture Notes in Computer Science, Springer-Verlag, 
Berlin, pp. 149 – 160, 2008. 

Steady-state solution 

If A is positive and stable, then 

Overall depencey index and influence gain 
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IIM Operational vs Economic 

Economic (business) links represent 
just one of the dimension of 
dependency  

To capture (other) depedency we have to 
consider also ooperational dimension 

Fukushima 
Nuclear plant 
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The scenario 

In our case study we consider 11 critical sectors 

and 5 time slot  

a) less than 1 h 

b) from 1 to 6 h 

c) from 6 to 12 h 

d)  from 12 to 24 h 

e)  from 24 to 48 h 
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The results 

0

0,05

0,1

0,15

0,2

0,25

<1h 1h-6h 6h-12h 12h-24h 24h-48h

Air Transportation Electricity
TLC Wired TLC Wireless
Water Management Rail Transportation
Finance Naval Ports
Fuel & Petroleum Grid Natural Gas
Satellite Communication & Navigation

Fuel & 

Petroleum

Air 

transportation

Naval Ports

Finance

0

0,1

0,2

0,3

0,4

0,5

0,6

0,7

0,8

<1h 1h-6h 6h-12h 12h-24h 24h-48h

Air Transportation Electricity TLC Wired

TLC Wireless Water Management Rail Transportation

Finance Naval Ports Fuel & Petroleum Grid

Natural Gas Satellite Communication & Navigation

Fuel & 

Petroleum

Naval Port

Air 

Transportation

Normalised dependency index 

Overall normalised dependency 
index 

The curves cross each 
others, i.e. they 
relevance/fragility varies 
with the outage time 

This phenomana 
should be 

considered when 
emergency plan 

are designed 
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Time Varying IIM 
Constant: it does not change with outage 
period, i.e. direct link (no buffer or bck) 
 
Linear + constant: buffer absorb partially 
the inoperability until expire 
 
S-Shape: buffer absorb quite completely 
inoperability for a while but when expire 
there is a rapid degradation (no graceful 
degradation) 
 
Double S-Shape: there are two type of 
buffers which designed to support general 
and prioritary aspects 
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Time Varing IIM vs constaant IIM 

Neglecting the variation of the dependency coefficients can 
drive to large error  
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Nothing 
(Certain) 

Limited 
(Relative Confidence) 

Circumscribed 
(Excellent Confidence) 

Significant 
(Relative Confidence) 

Quite Catastrophic 
(Excellent Confidence) 

Criticality Scale 

Confidence Scale 

Data collected via questionnarie 
have also information about the 

quality of data 
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Criticality map 

(dependency 
index, influence 
gain) plan 
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THREVI2 - PATHFINDER Tool 

Ispra - Nov 22nd, 2012 Trucco, 2012 28 

Topographical 
information

Infrastructure 
Types

Target Types

DATA MODEL

DATA MODEL

Database

R
EP

O
R

TI
N

G
  I

N
TE

R
FA

C
E

Threat

Conse-
quences

DATA MODEL

Vulnera-
bility

DATA MODEL

Inter-
dependency

TAXONOMY

EVENT

ONTOLOGY

SE
TT

IN
G

S 
 IN

TE
R

FA
C

E

DATA MODEL

DATA MODEL

TAXONOMY

Thr eat  -  Vul ner abi l i t y Pat h 

Ident i f i cat i on f or  
Cr i t i cal  Inf r ast r uct ur es 
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Infrastructure Topology and Asset Taxonomy (ITAT) framework 

Asset N Asset j Asset 1 
CI Physical 

description layer 
(objects) 

consequences Event 
Interde-

pendencies 
Vulnera-
bilities 

Threats 

CI Functional 
description layer 

Service 
Delivery 

Service 
generation 

Sourcing 
Source 
Stock 

Service 
Stock 

… … 

Distribution 
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Human_hazard 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Modality 

Actor 

Drive 

Modality 

has_drive 

has_actor 

hae_device use_substance 

has_modus 

has_father_hazard 

Existence  

Information Device Substance 

has_information 

has_existance Hazard_modus 

Infrastructure /  
Attribute 

Hazard_context 
 
 
 
 
 
 
 
 
 

has_impact 

Occurrence duration 

Occurrence time dependence 

Environment 

Habitability 

Land elevation 

Land use 

Socio-political_economical 

has_......... 

Event taxonomy 
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Physical Description 

Functional 
Description 

Aircraft Airport Airport Property 

Based 
Aircraft 

Itinerant 
Aircraft 

Airport Traffic Control 
Tower (ATCT) 

Aircraft Parking 
and/or Storage Areas 

Airport District 
Office (ADO) 

Airfield Apron 
Fuel Storage 

Area 
Repair 
Facility 

Building Equipment 

Fuel Servicing 
Vehicle 

Hazardous 
Material 

Service 
Stock 

Service 
Delivery 

Service 
Generation 

Source 
Stock 

Source 

Aircraft 
Sales 

European 
Aeronautical 

Administration 

Fueling 
Agent 

Commercial 
Aviation 

Operations 

Maintena
nce 

Aircraft 
Rental 

Specialized Aviation 
Service Operation (SASO) 

Self-Service Air Charter or Taxi 

Work Force fuel 

Aeronautical 
Activity 

Non-Commercial 
Aeronautical Operations 

Aircraft 
Operation 

Non-Aeronautical-Related 
Commercial operations 

Non-Commercial 
Aeronautical Operations 

Non-Commercial Non-
Aeronautical Operations 
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ENTITY DESCRIPTION USING QUESTIONNAIRES 

Code 001 

Infrastructure code  ECI 

Class name SUBNET 

Short description (max 60 words) 

MV Power grid segment that connects ECI components. May contain several wires and manually 

operated switches. If faulted, it can be manually reconfigured by Repair crew. 

Its functioning is similar to a wire. 

Localization (geographical or topological ) (max 30 words) 

Subnets are inside MV power grid. 

Its operation depends on the 

availability of resources from 

outside? 

It has incoming resources that 

do not directly affect the 

operativeness? 

Name Nfl Name Nfl 

Current RR-1 RR-6 

Impedance RR-2 RR-7 

Recovery RR-3 RR-8 

No 

Yes (use the 

pattern to the 

right to specify) 

RR-4 RR-9 

RR-5 RR-

10 Produces or provides 

resources ? 

Transports or forwards 

resources ? 

Name Nfl Name Nfl 

Current PR-1 PR-6 

Impedance PR-2 PR-7 

PR-3 PR-8 

No 

Yes (use 

the pattern 

to the right 

to specify) 

PR-4 PR-9 

PR-5 PR-

10 

• Current 

• Impedance 

• Recovery 

Required 
Resources 

• Current 

• Impedance 
Produced 
Resources 

• Sabotage 

• Mechanic 

• Geographic 

Received 
Failures 

• Geographic 

• Aging 

• Misconfiguration 

Internal 
failures 
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Dependency among antity are 
modelled via weight incidence 

matrices 

 (each one describe a specific 
type of interaction – hence 
generate different set of 

neighbour) 

 

Any arc is characterised by delay δ and attenuation/gain  A.  

Geographyc proximity . 
Cyber proximity. 

Several “concept” of proximity 
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Infrastructure Macro- 

components 

Electric Grid 35 

Urban areas 6 

Air-ports 2 

Sea-ports 2 

Railway 27 

Highways 23 

TLC 141 

CISIA Case-study 2007 

233 Entities 
844 Link 

CISIA (terminato)

Minuto 10 Livelli: . ooo

0 200 400 600 800 1000 1200

0

200

400

600

800

1000

1200
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My more recent book 

F. Flammini, R. Setola, G. Franceschetti, 

“Ef f ect i ve Sur vei l l ance f or  Homel and Secur i t y,  CRC Pr ess,  2013 
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IIM with Technician point of view 

Identify IIM parameters on the base of operative 
technicians’ expertise (operators’ perceptions) 

Which is the impact on your infrastructure of 
the complete absence of services provided by 
yyy infrastructure for a time period of zzz 

Ask to experts the follow question 

In this way we try to acquire directly from their 

expertise an estimation about the dependency parameters 

to set-up a technical oriented IIM    

R. Setola, S. De Porcellinis, and M. Sforna “Critical Infrastructure Dependency Assessment Using Input-
output Inoperability Model”, Int. J. Critical Infrastructure Protection (IJCIP), pp. 170 - 178, 2009. 
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How to answer 

The experts have to use 
linguistic value extracted 
from a predefined scale 

They have also to express a 
grade of confidence 
(accuracy) about each one of 
their estimation 
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